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Executive Summary
ÅMotivation : 

ÅWe can authenticate a system via unique signatures if we can 
evaluate a Physical Unclonable Function (PUF) on it

ÅSignatures (PUF response) reflect inherent properties of a device

ÅDRAM is a promising substrate for PUFs because it is widely used

ÅProblem : Current DRAM PUFs are 1) very slow, 2) require a DRAM 
reboot, or 3) require additional custom hardware

ÅGoal: To develop a novel and effective PUF for existing commodity 
DRAM devices with low -latency evaluation time and low system 
interference across all operating temperatures

ÅDRAM Latency PUF:Reduce DRAM access latency below reliable 
values and exploit the resulting error patterns as unique identifiers

ÅEvaluation:

1. Experimentally characterize 223 real LPDDR4 DRAM devices 

2.    DRAM latency PUF(88.2 ms) achieves a speedup of 102x/860x
at 70°C/55°C over prior DRAM PUF evaluation mechanisms
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Motivation
7Å ×ÁÎÔ Á ×ÁÙ ÔÏ ÅÎÓÕÒÅ ÔÈÁÔ Á ÓÙÓÔÅÍȭÓ 
components are not compromised
ÅPhysical Unclonable Function (PUF): a function we evaluate

on a device to generate a signature unique to the device 

ÅWe refer to the unique signature as a PUF response

ÅOften used in a Challenge-Response Protocol (CRP)

DeviceTrusted Device

Input:
ChallengeX

Output:
PUF ResponseX

Evaluating
PUF       . . . 

Checking
PUF response       . . . 

Authenticated
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Motivation
1. We want a runtime -accessible PUF

- Should be evaluated quickly with minimal impact 
on concurrent applications

- Can protect against attacks that swap system 
components with malicious parts

2. DRAM is a promising substrate for evaluating 
PUFs because it is ubiquitous in modern systems

- Unfortunately, current DRAM PUFs are slow and get 
exponentially slower at lower temperatures
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Effective PUF Characteristics

Runtime -accessible PUFs must have
1. Low Latency

- Each device can quickly generate a PUF 
response

2. Low System Interference
- PUF evaluation minimally affects 

performance of concurrently-running 
applications
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DRAM Accesses and Failures
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DRAM Latency PUF Key Idea
Å! ÃÅÌÌȭÓ ÌÁÔÅÎÃÙ ÆÁÉÌÕÒÅ ÐÒÏÂÁÂÉÌÉÔÙ ÉÓ ÉÎÈÅÒÅÎÔÌÙ ÒÅÌÁÔÅÄ ÔÏ 

random process variation from manufacturing

ÅWe can provide repeatable and unique device 
signatures using latency error patterns

High % chance to fail 
with reduced tRCD

Low % chance to fail 
with reduced tRCD

SASASASASASASA
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DRAM Latency PUF Key Idea
Å! ÃÅÌÌȭÓ ÌÁÔÅÎÃÙ ÆÁÉÌÕÒÅ ÐÒÏÂÁÂÉÌÉÔÙ ÉÓ ÉÎÈÅÒÅÎÔÌÙ ÒÅÌÁÔÅÄ ÔÏ 

random process variation from manufacturing

ÅWe can provide repeatable and unique device 
signatures using latency error patterns

High % chance to fail 
with reduced tRCD

Low % chance to fail 
with reduced tRCD

SASASASASASASA

The key idea is to compose a PUF response 
using the DRAM cells that fail 

with high probability 
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1  0  1  0  1  0  0  1  0  0

Evaluating a DRAM Latency PUF
Determine whether a ÓÉÎÇÌÅ ÃÅÌÌȭÓ ÌÏÃÁÔÉÏÎ should be 
included in a DRAM latency PUF response

- Include if the cell fails with a probability greater than 
a chosen threshold when accessed with a reduced tRCD

1

Chosen Threshold: 50%

SA

¢Ƙƛǎ /ŜƭƭΩǎ CŀƛƭǳǊŜ wŀǘŜΥ сл҈

Failure rate is greater than the 
chosen thresholdΣ ǎƻ ǘƘŜ ŎŜƭƭΩǎ 
location should be included

Ṏ Ṏ ṎṎ ṎṎ
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PUF Response

Evaluating a DRAM Latency PUF
ÅWe induce latency failures 100 times and use a 

threshold of 10% (i.e., use cells that fail > 10 times)

ÅWe do this for every cell in a continuous 8KiB memory 
region, that we refer to as a PUF memory segment
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SASASASASASASA

0     0     0     1     0     0     1

1     0     0     1     1     0     0

0     0     1     1     0     0     0

Example 21-bit PUF memory segment
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PUF Response

Evaluating a DRAM Latency PUF
ÅWe induce latency failures 100 times and use a 

threshold of 10% (i.e., use cells that fail > 10 times)

ÅWe do this for every cell in a continuous 8KiB memory 
region, that we refer to as a PUF memory segment

0     0     0     1     0     0     1

1     0     0     1     1     0     0

0     0    1      1     0     0     0

We can evaluate 
the DRAM latency PUF 

in only 88.2ms on average
regardless of temperature!
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DRAM Cell Leakage
DRAM encodes information in leaky capacitors
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DRAM Cell Retention

Retention failure ɀwhen leakage corrupts stored data

Retention time ɀhow long a cell holds its value

time
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Each Cell has a Different Retention Time
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Generate a PUF response with locations of cells 
in a PUF memory segment that fail
with a refresh interval N

Evaluating a DRAM Retention PUF

SA SA SA SA SA
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Fails with 
refresh 

interval N

Can handle a 
longer refresh 

interval

SA SA SA SA SA

The pattern of retention failures across a segment of 
DRAM is unique to the device
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Generate a PUF response with locations of cells 
in a PUF memory segment that fail
with a refresh interval N

Evaluating a DRAM Retention PUF

SA SA SA SA SA

R
o
w
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Fails with 
refresh 

interval X

Can handle a 
longer refresh 

interval

SA SA SA SA SA

The pattern of retention failures across a segment of 
DRAM is unique to the device

We use the best methods
from prior work 

and optimize the retention PUF 
for our devices
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DRAM Retention PUF Weaknesses
DRAM Retention PUF evaluation time is very long
and leads to high system interference

Long evaluation time:
1. Most DRAM cells are strong Ą need to wait for long time to 

drain charge from capacitors

2. Especially at low temperatures

High system interference:
1. DRAM refresh can only be disabled at a channel 

granularity (512MB ɀ2GB)

2. Must issue manual refreshes to maintain data correctness 
in the rest of the channel during entire evaluation time

3. Manually refreshing DRAM consumes significant
bandwidth on the DRAM bus 
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DRAM Retention PUF Weaknesses
Long evaluation time could be ameliorated in 2 ways:
1. Increase temperature ɀhigher rate of charge leakage

ĄObserve failures faster

Unfortunately :

1. Difficult to control DRAM temperature in the field

2. Operating at high temperatures is undesirable 

2. Increase PUF memory segment size ɀmore cells with low         
retention time in PUF memory segment 

ĄObserve more failures faster

Unfortunately:

ÅLarge PUF memory segment 

Ą high DRAM capacity overhead
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Methodology
Å223 2y-nm LPDDR4 DRAM devices

- 2GBdevice size

- From 3 major DRAM manufacturers

ÅThermally controlled testing chamber
- Ambient temperature range: {40°C ɀ55°C} ± 0.25°C

- DRAM temperature is held at 15°C above ambient

ÅPrecise control over DRAM commands 
and timing parameters

- Test retention time effects by disabling refresh

- Test reduced latency effects by reducing tRCDparameter
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Results ɀPUF Evaluation Latency
8KiB memory segment

8KiB memory segment

DRAM latency PUF is

1. Fast and constant latency ( 88.2ms)

33,806.6x

318.3x
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Results ɀPUF Evaluation Latency
8KiB memory segment

64KiB memory segment

DRAM latency PUF is

1. Fast and constant latency ( 88.2ms)

8KiB memory segment

869.8x
108.9x
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Results ɀPUF Evaluation Latency
8KiB memory segment

64KiB memory segment

DRAM latency PUF is

1. Fast and constant latency ( 88.2ms)

64MiB memory segment

8KiB memory segment17.3x 11.5x
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Results ɀPUF Evaluation Latency
8KiB memory segment

64KiB memory segment

64MiB memory segment

DRAM latency PUF is

1. Fast and constant latency ( 88.2ms)

2. On average,102x/860x faster than the previous 
DRAM PUF with the same DRAM capacity overhead (64KiB)

8KiB memory segment
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Results ɀSystem Interference

During PUF evaluation on commodity devices:

ÅThe DRAM Retention PUF
- Disables refresh at channel granularity (~512MB ɀ2GB)
ÅIssue manual refresh operations to rows in channel but not in PUF 

memory segment to prevent data corruption

- Haslong evaluation time at low temperatures 

ÅThe DRAM Latency PUF
- Does not require disabling refresh 

- Has short evaluation time at any operating temperature
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Other Results in the Paper
ÅHow the DRAM latency PUF meets the basic 

requirements for an effective PUF 

ÅA detailed analysis on:
- Devices of the three major DRAM manufacturers

- The evaluation time of a PUF

ÅFurther discussion on:
- Optimizing retention PUFs

- System interference of DRAM retention and latency PUFs

- Algorithm to quickly and reliably evaluate DRAM latency PUF

- Design considerations for a DRAM latency PUF

- The DRAM Latency PUF overhead analysis
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Executive Summary
ÅMotivation : 

ÅWe can authenticate a system via unique signatures if we can 
evaluate a Physical Unclonable Function (PUF) on it

ÅSignatures (PUF response) reflect inherent properties of a device

ÅDRAM is a promising substrate for PUFs because it is widely used

ÅProblem : Current DRAM PUFs are 1) very slow, 2) require a DRAM 
reboot, or 3) require additional custom hardware

ÅGoal: To develop a novel and effective PUF for existing commodity 
DRAM devices with low -latency evaluation time and low system 
interference across all operating temperatures

ÅDRAM Latency PUF:Reduce DRAM access latency below reliable 
values and exploit the resulting error patterns as unique identifiers

ÅEvaluation:

1. Experimentally characterize 223 real LPDDR4 DRAM devices 

2.    DRAM latency PUF(88.2 ms) achieves a speedup of 102x/860x
at 70°C/55°C over prior DRAM PUF evaluation mechanisms
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DRAM Architecture Background
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Evaluating DRAM Retention PUFs
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di erent timesor 2) under di erent operating temperatures.
For each of many di erent memory segments, we evaluate
a PUFmultiple times and calculate all possible Intra-Jaccard
indices (i.e., Jaccard indices between two PUFresponses gen-
erated from the same exact memory segment). Because a
highly-repeatable PUFgenerates very similar PUFresponses
during each evaluation, weexpect theIntra-Jaccard indicesbe-
tween PUFresponses of ahighly-repeatable PUFto be tightly
distributed near a value of 1. Figure3 plots the distribution
of Intra-Jaccard indices across every PUFmemory segment
we tested in red. We observe that while the distribution is
multimodal, the Intra-Jaccard indices areclustered very close
to 1.0 and never drop below 0.65.

Similarly to the Inter-Jaccard index distributions (discussed
in Section 6.1.2), we nd that thedi erent modes of the Intra-
Jaccard index distribution shown in Figure3 arise from com-
bining the Intra-Jaccard index distributions from all three
manufacturers. Weplot the Intra-Jaccard index distributions
for each manufacturer alonein Figure4asindicated by (A),(B),
and(C).Weobservefromthehigher distribution mean of Intra-
Jaccard indices in Figure 4 for manufacturer B that DRAM
latency PUFsevaluated on chips from manufacturer B exhibit
higher repeatability than those from manufacturers A or C.
Weconclude from the high Intra-Jaccard indices in Figures3
and 4, that DRAM latency PUFs exhibit high repeatability.

Long-term Repeatabi l i ty. Wenext study the repeatabil-
ity of DRAM latency PUFs on a subset of chips over a 30-
day period to show that the repeatability property holds for
longer periods of time (i.e., a memory segment generates a
PUF response similar to its previously-enrolled golden key
irrespectiveof the time since its enrollment). Weexamine a
total of more than a million 8KiB memory segments across
many chips from each of the threemanufacturersasshown
in Table2. Theright column indicates thenumber of memory
segments across n devices, where n is indicated in the left
column, and the rows indicate the di erent manufacturers of
the chips containing the memory segments.

#Chips #Total Memory Segments

A 19 589,824

B 12 442,879

C 14 437,990

Table 2: Number of PUFmemory segments tested for 30 days.

In order to demonstrate the repeatability of evaluating a
DRAM latency PUF over long periods of time, we continu-
ously evaluate our DRAM latency PUFacrossa 30-day period
using each of our chosen memory segments. For each mem-
ory segment, we calculate the Intra-Jaccard index between
the rst PUF response and each subsequent PUF response.
We nd the Intra-Jaccard index range, or the range of values
(max_value ïmin_value) found across the Jaccard indices
calculated for every pair of PUF responses from a memory
segment. If a memory segment exhibits a low Intra-Jaccard
index range, the memory segment generates highly-similar
PUFresponsesduring each evaluation over our testing period.
Thus, memory segments that exhibit low Intra-Jaccard index
ranges demonstrate high repeatability.

Figure5showsthedistribution of Intra-Jaccard index ranges

across our memory segments with box-and-whisker plots2

2The box is bounded by the rst quartile (i.e., the median of the rst half
of the ordered set of Intra-Jaccard index ranges) and third quartile (i.e., the
median of the second half of the ordered set of Intra-Jaccard index ranges).
The median is marked by a red line within the bounding box. The inter-
quartile range (IQR) is de ned as the di erence between the third and rst
quartiles. Thewhiskers aredrawn out to extend an additional 1.5öIQRabove
the third quartile and 1.5öIQRbelow the rst quartile. Outliers are shown
as orange crosses indicating data points outside of the range of whiskers.

for each of the three manufacturers. We observe that the
Intra-Jaccard index ranges arequite low, i.e., less than 0.1 on
average for all manufacturers. Thus, we conclude that the
vast majority of memory segments acrossall manufacturers
exhibit very high repeatability over long periodsof time.

Figure 5: Distr ibution of the Intra-Jaccar d index range values
calculated between many PUF responses that a PUF memory
segment generates over a 30-day period.

In order to show that every chip hasa signi cant propor-
tion of memory segments that exhibit high reliability over
time, weanalyze per-chip Intra-Jaccard index rangeproper-
ties. Table 3 shows the median [minimum, maximum] of the
fraction of memory segments per chip that are observed to
have Intra-Jaccard index ranges below 0.1 and 0.2. Over 90%
of all segments in each chip are suitable for PUFevaluation
for Intra-Jaccard index ranges below 0.1, and over 97%for
Intra-Jaccard index ranges below 0.2. This means that each
chip hasa signi cant number of memory segments that are
viable for DRAM latency PUFevaluation. Furthermore, the
distributions arevery narrow, which indicates that di erent
chipsshow similar behavior. Weconclude that every chip has
a signi cant number of PUFmemory segments that exhibit
high repeatability across time. We show in Section 7.5 how
we can use a simple characterization step to identify these
viable memory segments quickly and reliably.

%Memory Segments per Chip

Intra-Jaccard index range <0.1 Intra-Jaccard index range <0.2

A 100.00 [99.08, 100.00] 100.00 [100.00, 100.00]

B 90.39 [82.13, 99.96] 96.34 [95.37, 100.00]

C 95.74 [89.20, 100.00] 96.65 [95.48, 100.00]

Table 3: Percentage of PUF memory segments per chip with
Intra-Jaccard index ranges <0.1 or 0.2 over a 30-day period.
Median [minimum, maximum] values are shown.

Temperature E ects. To demonstrate how changes in
temperature a ect PUF evaluation, we evaluate the DRAM
latency PUF 10 times for each of the memory segments in
Table 2 at each 5ÆC increment throughout our testable tem-
perature range (55ÆC-70ÆC). Figure6 shows the distributions
of Intra-Jaccard indicescalculated between every possiblepair
of PUF responses generated by the same memory segment.
The deltas between the operating temperatures at the time of
PUFevaluation aredenoted in the x-axis (temperaturedelta).
Since we test at four evenly-spaced temperatures, we have
four distinct temperaturedeltas. They-axismarks theJaccard
indices calculated between thePUFresponses. Thedistribu-
tion of Intra-Jaccard indices found for a given temperature
delta is shown using a box-and-whisker plot.

Figure6 subdivides thedistributions for each of the three
manufacturers as indicated by A, B, and C. Two observations
are in order. 1) Across all threemanufacturers, the distribu-
tion of Intra-Jaccard indices strictly shifts towards zero as the
temperature delta increases. 2) The Intra-Jaccard distribution
of PUFresponses from chips of manufacturer C are the most
sensitive to changes in temperatureas re ected in the large
distribution shift in Figure 6(C). Both observations show that
evaluating aPUFat a temperaturedi erent from the tempera-
tureduring enrollment a ects thequality of thePUFresponse
and reduces repeatability. However, 1) for small temperature

8

di erent timesor 2) under di erent operating temperatures.
For each of many di erent memory segments, we evaluate
a PUFmultiple times and calculate all possible Intra-Jaccard
indices (i.e., Jaccard indices between two PUFresponses gen-
erated from the same exact memory segment). Because a
highly-repeatable PUFgenerates very similar PUFresponses
during each evaluation, weexpect theIntra-Jaccard indicesbe-
tween PUFresponses of a highly-repeatable PUFto be tightly
distributed near a value of 1. Figure 3 plots the distribution
of Intra-Jaccard indices across every PUFmemory segment
we tested in red. We observe that while the distribution is
multimodal, the Intra-Jaccard indices are clustered very close
to 1.0 and never drop below 0.65.

Similarly to the Inter-Jaccard index distributions (discussed
in Section 6.1.2), we nd that the di erent modes of the Intra-
Jaccard index distribution shown in Figure3 arise from com-
bining the Intra-Jaccard index distributions from all three
manufacturers. Weplot the Intra-Jaccard index distributions
for each manufacturer alonein Figure4asindicated by (A),(B),
and (C).Weobservefromthehigher distribution mean of Intra-
Jaccard indices in Figure 4 for manufacturer B that DRAM
latency PUFsevaluated on chips from manufacturer B exhibit
higher repeatability than those from manufacturers A or C.
Weconclude from the high Intra-Jaccard indices in Figures 3
and 4, that DRAM latency PUFs exhibit high repeatability.

Long-term Repeatabi l i ty. Wenext study the repeatabil-
ity of DRAM latency PUFs on a subset of chips over a 30-
day period to show that the repeatability property holds for
longer periods of time (i.e., a memory segment generates a
PUF response similar to its previously-enrolled golden key
irrespective of the time since itsenrollment). Weexamine a
total of more than a million 8KiB memory segments across
many chips from each of the threemanufacturersasshown
in Table2. The right column indicates thenumber of memory
segments across n devices, where n is indicated in the left
column, and the rows indicate the di erent manufacturers of
the chips containing the memory segments.

#Chips #Total Memory Segments

A 19 589,824

B 12 442,879

C 14 437,990

Table 2: Number of PUF memory segments tested for 30 days.

In order to demonstrate the repeatability of evaluating a
DRAM latency PUF over long periods of time, we continu-
ously evaluate our DRAM latency PUFacrossa 30-day period
using each of our chosen memory segments. For each mem-
ory segment, we calculate the Intra-Jaccard index between
the rst PUF response and each subsequent PUF response.
We nd the Intra-Jaccard index range, or the range of values
(max_value ïmin_value) found across the Jaccard indices
calculated for every pair of PUF responses from a memory
segment. If a memory segment exhibits a low Intra-Jaccard
index range, the memory segment generates highly-similar
PUFresponsesduring each evaluation over our testing period.
Thus, memory segments that exhibit low Intra-Jaccard index
ranges demonstrate high repeatability.

Figure5showsthedistribution of Intra-Jaccard index ranges

across our memory segments with box-and-whisker plots2

2The box is bounded by the rst quartile (i.e., the median of the rst half
of the ordered set of Intra-Jaccard index ranges) and third quartile (i.e., the
median of the second half of the ordered set of Intra-Jaccard index ranges).
The median is marked by a red line within the bounding box. The inter-
quartile range (IQR) is de ned as the di erence between the third and rst
quartiles. Thewhiskers aredrawn out to extend an additional 1.5öIQRabove
the third quartile and 1.5öIQRbelow the rst quartile. Outliers are shown
asorange crosses indicating data points outside of the range of whiskers.

for each of the three manufacturers. We observe that the
Intra-Jaccard index ranges are quite low, i.e., less than 0.1 on
average for all manufacturers. Thus, we conclude that the
vast majority of memory segments acrossall manufacturers
exhibit very high repeatability over long periods of time.

Figure 5: Distr ibution of the Intra-Jaccar d index range values
calculated between many PUF responses that a PUF memory
segment generates over a 30-day period.

In order to show that every chip has a signi cant propor-
tion of memory segments that exhibit high reliability over
time, we analyze per-chip Intra-Jaccard index rangeproper-
ties. Table 3 shows the median [minimum, maximum] of the
fraction of memory segments per chip that are observed to
have Intra-Jaccard index ranges below 0.1 and 0.2. Over 90%
of all segments in each chip are suitable for PUFevaluation
for Intra-Jaccard index ranges below 0.1, and over 97%for
Intra-Jaccard index ranges below 0.2. This means that each
chip has a signi cant number of memory segments that are
viable for DRAM latency PUFevaluation. Furthermore, the
distributions arevery narrow, which indicates that di erent
chips show similar behavior. Weconclude that every chip has
a signi cant number of PUFmemory segments that exhibit
high repeatability across time. We show in Section 7.5 how
we can use a simple characterization step to identify these
viable memory segments quickly and reliably.

%Memory Segments per Chip

Intra-Jaccard index range <0.1 Intra-Jaccard index range <0.2

A 100.00 [99.08, 100.00] 100.00 [100.00, 100.00]

B 90.39 [82.13, 99.96] 96.34 [95.37, 100.00]

C 95.74 [89.20, 100.00] 96.65 [95.48, 100.00]

Table 3: Percentage of PUF memory segments per chip with
Intra-Jaccar d index ranges <0.1 or 0.2 over a 30-day period.
Median [minimum, maximum] values are shown.

Temperature E ects. To demonstrate how changes in
temperature a ect PUF evaluation, we evaluate the DRAM
latency PUF 10 times for each of the memory segments in
Table 2 at each 5ÆC increment throughout our testable tem-
perature range (55ÆC-70ÆC). Figure 6 shows the distributions
of Intra-Jaccard indicescalculated between every possiblepair
of PUF responses generated by the same memory segment.
The deltas between the operating temperatures at the time of
PUFevaluation are denoted in the x-axis (temperaturedelta).
Since we test at four evenly-spaced temperatures, we have
four distinct temperaturedeltas. They-axismarks theJaccard
indices calculated between the PUFresponses. The distribu-
tion of Intra-Jaccard indices found for a given temperature
delta is shown using a box-and-whisker plot.

Figure6 subdivides the distributions for each of the three
manufacturers as indicated by A, B, and C. Two observations
are in order. 1) Across all threemanufacturers, the distribu-
tion of Intra-Jaccard indices strictly shifts towards zero as the
temperature delta increases. 2) The Intra-Jaccard distribution
of PUFresponses from chips of manufacturer C are the most
sensitive to changes in temperatureas re ected in the large
distribution shift in Figure 6(C). Both observations show that
evaluating aPUFat a temperaturedi erent from the tempera-
tureduring enrollment a ects thequality of thePUFresponse
and reduces repeatability. However, 1) for small temperature

8



54/45

Temperature Effects
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Evaluating a DRAM Latency PUF
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DRAM Characterization
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Sources of Retention Time Variation

ÅProcess/voltage/temperature

ÅData pattern dependence (DPD)
- Retention times change with data in cells/neighbors

- ÅȢÇȢȟ ÁÌÌ ρȭÓ ÖÓȢ ÁÌÌ πȭÓ

ÅVariable retention time (VRT)
- Retention time changes randomly (unpredictably)

- Due to a combination of various circuit effects
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ÅNew failing cells continue to appear over time
- Attributed to variable retention time (VRT)

ÅThe set of failing cells changes over time

Representative chip from Vendor B, 2048ms , 45°C
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andonline profiling are necessary

to manage new failing cells

Long-term Continuous Profiling
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Temperature Relationship
ÅWell-fitting exponential relationship:

ÅE.g., 10°C ~ 10x more failures 
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Retention Failures @ 45°C


