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Problem, Goal and Novelty



Energy Management

ACommodity devices, such as phones, capable of extremely

power intensive computations

ANeed to preserve energy when not using maximal

performance

d Energy Management is essential

source picture: https://www.ccp.com.aufbthiumbatterychargingadvice/ 4



Energy Management and Security

ATodaySs energy management :

Ais essential and everywhere
Ausually security is not

Y might |1 mpose ri sk on



Goal

AShow importance of security in energy management

ADo so by example attack on ARM Trustzone of Nexus 6 device

Software-based Stretch operational Induce faults
attacker limits
: — a key
o 78y N -, < I
| & il O
Y E ‘ &
5 . 1 P decryption

| volTage



Novelty

AFirst security review of energy management technique:

Dynamic Voltage and Frequency Scaling (DVFS)
AFault attack purely from software

ANew class of exploitations: induce fault by scaling frequency

y CLKscrew



Background



Dynamic Voltage & Frequency Scaling (DVFES)

Energy & Power * Time

ﬂEnergy



Dynamic Voltage & Frequency Scaling (DVFES)

Energy & Power * Time Power nn Voltage * Frequenc

ﬂEnergy : ﬂPower
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Dynamic Voltage & Frequency Scaling (DVFES)

ﬂFrequency
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ﬂ Voltage

11



Dynamic Voltage & Frequency Scaling

ADVFS allows software control of voltage and frequency

Voltage output
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DVFES and Trustzone

CPU Core

Trustzone Normal
Trusted code Untrusted code

A

other cores

—

Voltage & Frequency determined by DVFS ]4
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Overclocking and Undervolting
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Overclocking and Undervolting
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Overclocking and Undervolting
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Overclocking and Undervolting
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Overclocking and Undervolting
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Overclocking and Undervolting
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Overclocking and Undervolting
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Overclocking and Undervolting
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Overclocking and Undervolting
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Key Challenges and Solutions



Challenges

AVoltage and Frequency operating limits?

ASelf containment: how to cause fault for victim without an

error In the attacker?
ACan attack run without other things interfering?

AHow to time attack correctly?
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Solutions

Voltage and Frequency Operating Limits?
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Solutions

Voltage and Frequency Operating Limits?

Nexus 6
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Solutions

SeltContainment
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Solutions

SeltContainment

< 7

Execute Victim and Attacker on different Cores

Core

attac

start
fault

Victim

end
fault

Attack

thread :

33



Solutions

Run Attack without Interferences
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Solutions

Run Attack without Interferences
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Solutions
Timing

ANeed a way to do precise timing

~1,100,000,000 clock cycles
o AN
victim O
thread

%65,000 clock cycles



Solutions

Timing
AUse hardware cycle counter to do timing profiling
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Solutions
Timing
AUse hardware cycle counter to do timing profiling
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jet thread
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Challenges

AVoltage and Frequency operating limits?

ASelf containment: how to cause fault for victim without an

error In the attacker?
ACan attack run without other things interfering?

AHow to time attack correctly?
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Mechanisms
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CLKscrewfault injection setup
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CLKscrewfault injection setup
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CLKscrewfault injection setup
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CLKscrewfault injection setup
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CLKscrewfault injection setup
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Example Attacks

ATZ Attack #1: Inferring AES
Keys

Trustzone Normal

%‘/" plaintext
mphertext
#

secret AES
key decryption

source graphics: CLKSCREW presentation USENIX, Adrian Tang, 2017

venfy& SHA 256 ’—\\

ATZ Attack #2: Loading Self -

Signed Apps

Trustzone Normal

sugned app

app binary

load app |

signature

plamtext RSA ¥
hash decryption

t %, b/_\ ‘%\B) public key
. % digital
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|
|

Example Attacks

ATZ Attack #1: Inferring AES

Keys
Trustzone Normal
D /—’ plaintext
%@ ——ip
secret AES % |
key decryption ciphertext

source graphics: CLKSCREW presentation, Adrian Tang, 2017
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Key Inference Attack: Threat Model

AVictim app: AES decryption app executes in Trustzone
AAttacker's goal: Get secret AES key from outside Trustzone

AAttackers capabilities:

1. Can repeatedly invoke decryption app

2. Has software access to hardware regulators
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Key Inference Attack: Threat Model

Normal

Vel plaintext

k—' Ciphertext
.

source graphics: CLKSCREW presentation, Adrian Tang, 2017
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Key Inference Attack: Overview

source graphics: CLKSCREW presentation, Adrian Tang, 2017
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