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ÅCommodity devices, such as phones, capable of extremely 

power intensive computations

ÅNeed to preserve energy when not using maximal 

performance

ɠ Energy Management is essential

Energy Management

4source picture: https://www.ccp.com.au/b-lithiumbatterychargingadvice/



ÅTodayŚs energy management:

Åis essential and everywhere

Åusually security is not a big consideration in itŚs designs

ɣ might impose risk on most devices

Energy Management and Security
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ÅShow importance of security in energy management

ÅDo so by example attack on ARM Trustzone of Nexus 6 device
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Goal

Software-based 
attacker

Stretch operational 
limits

Induce faults



ÅFirst security review of energy management technique: 

Dynamic Voltage and Frequency Scaling (DVFS)

ÅFault attack purely from software

ÅNew class of exploitations: induce fault by scaling frequency 

ɣ CLKscrew
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Novelty



Background
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Dynamic Voltage & Frequency Scaling (DVFS)

Energy

Energy åPower * Time
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Dynamic Voltage & Frequency Scaling (DVFS)

Energy Power

Energy åPower * Time Power ŋ Voltage * Frequency 
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Dynamic Voltage & Frequency Scaling (DVFS)

Energy

Voltage

Frequency

Power

Energy åPower * Time Power ŋ Voltage * Frequency 
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Dynamic Voltage & Frequency Scaling

ÅDVFS allows software control of voltage and frequency
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DVFS and Trustzone
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Key Challenges and Solutions

28



ÅVoltage and Frequency operating limits?

ÅSelf-containment: how to cause fault for victim without an 

error in the attacker?

ÅCan attack run without other things interfering?

ÅHow to time attack correctly?

Challenges
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Solutions
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Voltage and Frequency Operating Limits?
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Voltage and Frequency Operating Limits?
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No Voltage and Frequency operating Limits.
Found points where device becomes unstable .
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32

Self-Containment
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Self-Containment
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Run Attack without Interferences
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Run Attack without Interferences

Corevictim

Coreattac

Victim 
thread

Attack 
thread

disable 
interrupt

enable 
interrupt

Disable interrupts



Solutions
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Timing

victim 
thread

~1,100,000,000 clock cycles

~65,000 clock cycles

ÅNeed a way to do precise timing
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Timing

ÅUse hardware cycle counter to do timing profiling

ÅInsert no -ops to hit targeted cycle

ÅInsert anchor times when necessary

execution time in clock cycles   1e6
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Timing
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ÅVoltage and Frequency operating limits?

ÅSelf-containment: how to cause fault for victim without an 

error in the attacker?

ÅCan attack run without other things interfering?

ÅHow to time attack correctly?

Challenges
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Mechanisms
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CLKSCREWfault injection setup
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CLKSCREWfault injection setup
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CLKSCREWfault injection setup
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CLKSCREWfault injection setup
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CLKSCREWfault injection setup
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CLKSCREWfault injection setup
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Example Attacks

ÅTZ Attack #1: Inferring AES 

Keys

ÅTZ Attack #2: Loading Self -

Signed Apps

47source graphics: CLKSCREW presentation USENIX, Adrian Tang, 2017



Example Attacks
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Keys

ÅTZ Attack #2: Loading Self -

Signed Apps

48source graphics: CLKSCREW presentation, Adrian Tang, 2017



ÅVictim app: AES decryption app executes in Trustzone

ÅAttacker's goal: Get secret AES key from outside Trustzone

ÅAttackers capabilities:

1. Can repeatedly invoke decryption app

2. Has software access to hardware regulators
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Key Inference Attack: Threat Model
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Key Inference Attack: Threat Model

source graphics: CLKSCREW presentation, Adrian Tang, 2017
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Key Inference Attack: Overview

source graphics: CLKSCREW presentation, Adrian Tang, 2017


