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Background: DNA

Chromosome

Base Pair (bp)

61chromosomewalk.ch



Background: DNA II

Adenine ~ Thymine
Guanine ~ Cytosine

GATTACAATTCGCAATTCCGGAT
CTAATGTTAAGCGTTAAGGCCTA
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Background: How Long Is DNA?

The genome of the following organisms has…

• Phi X174 (Virus): 5386 base pairs
• E. Coli (Bacteria): 5.44 million base pairs
• Homo Sapiens: 3 billion base pairs
• Onion: 16 billion base pairs
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Background: DNA Sequencing

• IDEAL WORLD: Input DNA sample and receive the entire 
genome in order without errors
• REALITY: No such machine exists!
• Errors
• Read only short sequences at a time: “short reads”
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AATAGGCTTC
AATACGCTTC

Substitution

AATAGGCTTC
AATA GCTTC

Deletion

AATAGGCTTC
AATAGTGCTTC

Insertion

AATAGGCTTC
AATAGGCTTC

Exact Match

Ref.

Out.



Background: DNA Sequencing
• FIRST GEN: Sanger & Maxam-Gilbert 

(1977-2005)
• Slow
• Expensive (human:13 years and $3bn)
Ø Deprecated

• SECOND GEN: High-Throughput Seq. 
(2005-present)
• High Throughput (1.5Tb over 4 days)
• Fast (human: few days)
• Low-cost (human: ~$1000)
• Low error rate (0.1%)
• Reads only ~150 bp at a time (short reads)
• Requires a lot of computing power (focus of this paper)

• THIRD GEN: Oxford Nanopore/PacBio
(2011-present)
• Low-cost
• Long reads (up to 15Kb)
• High error-rate (~15%)
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Problem: Read Mapping
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GATTACAG…ACCCAATTAA
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AAAACTTC…GCGCGCAAA

CCTCCAGA…ACCCAACAA
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Problem: Read Mapping
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Problem: Read Mapping
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GATTACAG…ACCCAATTAA

TACATCGC…AACGCATCAT

AAAACTTC…GCGCGCAAA

CCTCCAGA…ACCCAACAA

GTATACCC…AAAAAAAAA

short reads (150bp)

…

Reference Genome

?
?
?

origin & order of short read unknown

O(mn) complexity 
dynamic programming
• m := read length (~150 bp)
• n := ref. genome length (3bn bp)
…for each read!
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Problem: Read Mapping
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GATTACAG…ACCCAATTAA

TACATCGC…AACGCATCAT

AAAACTTC…GCGCGCAAA

CCTCCAGA…ACCCAACAA

GTATACCC…AAAAAAAAA

short reads (150bp)

…

Reference Genome

?
?
?

origin & order of short read unknown

O(mn) complexity 
dynamic programming
• m := read length (~150 bp)
• n := ref. genome length (3bn bp)
…for each read!
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Problem: Read Mapping
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98% 
of reference 
genome is highly 
dissimilar to read

90% 
of read mappers 
execution time is 
wasted



Problem: Read Mapping
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98% 
of reference 
genome is highly 
dissimilar to read

90% 
of read mappers 
execution time is 
wasted

Can we efficiently filter these highly dissimilar locations?



Idea: Filter + Verification

1. Filter highly dissimilar locations
• FastHASH (software)

• Adjacency Filter + Cheap K-mer Selection
• Fast
• Inaccurate

• Shifted Hamming Distance (software/SIMD)
• More accurate
• Slow

2. Verify candidate locations
• Dynamic programming
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Executive Summary: GateKeeper
• Problem: HTS produce billions of short reads. Mapping these 

reads presents an overwhelming computational burden.
• Key Insight: 98% of candidate locations are highly dissimilar.
• Goal: Accelerate read mapping by quickly & efficiently filtering out 

highly dissimilar candidate locations
• Key Idea: Filtering can be done using simple bit-wise operations, 

e.g. XOR, AND
• Key Mechanism/Novelty: Use FPGA/hardware to efficiently 

implement bit-wise filter
• Results: ~100x speedup over state-of-the-art software-based 

filtering techniques 
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GateKeeper: Walkthrough

• Edit distance: # of edits needed to match reference sequence
• Recall: Hamming distance: # of substitutions needed

• We define an edit distance threshold E
• If edit distance ≤ E

• Accept sequence (“sequence aligns”), reject otherwise
• Should account for read errors & genetic differences
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AATAGGCTTC
AATACGCTTC

Substitution

AATAGGCTTC
AATA GCTTC

Deletion

AATAGGCTTC
AATAGTGCTTC

Insertion

AATAGGCTTC
AATAGGCTTC

Exact Match

Ref.

Out.



GateKeeper: Walkthrough
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GateKeeper: Walkthrough
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G A T G A C A T

G A T A C A T

8 matches 0 mismatches3 matches 5 mismatches
Edit = 1 Deletion

Why is 
Hamming 
distance 
insufficient?



GateKeeper: Walkthrough
Edit = 1 Deletion

G A T A C A T

G A T G A C A T
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GateKeeper: Walkthrough

G A T A C A T

Edit = 1 Deletion
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GateKeeper: Walkthrough

G A T A C A T
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GateKeeper: Walkthrough

G A T A C A T XOR

Edit = 1 Deletion

G A T A C A T

G A T G A C A T
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GateKeeper: Walkthrough

G A T A C A T XOR

Edit = 1 Deletion

G A T A C A0 0 0 T1 1 1 1

G A T G A C A T
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GateKeeper: Walkthrough

G A T A C A T XOR

Edit = 1 Deletion

G A T A C A0 0 0 T1

1 1 1 0 0 0 0

1 1 1

G A T G A C A T

97

XOR



GateKeeper: Walkthrough

G A T A C A T XOR
AND

Edit = 1 Deletion

G A T A C A0 0 0 T1

1 1 1 0 0 0 0

1 1 1

G A T G A C A T
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XOR



GateKeeper: Walkthrough

G A T A C A T XOR
AND

Edit = 1 Deletion

G A T A C A0 0 0 T1

1 1 1 0 0 0 0

1 1 1

0   0   0   1   0   0   0   0Count 1’s

G A T G A C A T
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GateKeeper: Walkthrough

7 matches 1 mismatches

G A T A C A T XOR
AND

Edit = 1 Deletion

G A T A C A0 0 0 T1

1 1 1 0 0 0 0

1 1 1

0   0   0   1   0   0   0   0Count 1’s

G A T G A C A T

100

XOR



101

GateKeeper: Walkthrough
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Generate 2E+1 
masks

GateKeeper: Walkthrough
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AAAAAAAAAAAAAAGAGAGAGAGATATTTAGTGTTGCAGCACTACAACACAAAAGAGGACCAACTTACGTGTCTAAAAGGGGGAACATTGTTGGGCCGGA
AAAAAAAAAAAAAAGAGAGAGAGATAGTTAGTGTTGCAGCCACTACAACACAAAAGAGGACCAACTTACGTGTCTAAAAGGGGAGACATTGTTGGGCCGG

0000000000000000000000000010000000000001111111011110001110110101101111111110001000001111011010010101 
0000000000000011111111111110011111011111000000000000000000000000000000000000000000011000000000000000 
0000000000000010000000001011011100111111111111101111000111011010110111111111000100010011101101001010 
0000000000000010111111111110111011001101110111011000100100111111111111100101100110010110111011101111 
0000000000000111111111111110111110111111011101100010010011111111111110010110011000101011101110111110 
0000000000001000000000100111110011111111100100011010101001101011111111111110111001111111000111101100 
0000000000010111111111110111011001100011111111101011011111100110010111011111111011101111010111001000

Query : 
Reference :

Hamming Mask : 
1-Deletion Mask :
2-Deletion Mask :
3-Deletion Mask :

1-Insertion Mask :
2-Insertion Mask :
3-Insertion Mask :

Generate 2E+1 
masks

GateKeeper: Walkthrough
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AAAAAAAAAAAAAAGAGAGAGAGATATTTAGTGTTGCAGCACTACAACACAAAAGAGGACCAACTTACGTGTCTAAAAGGGGGAACATTGTTGGGCCGGA
AAAAAAAAAAAAAAGAGAGAGAGATAGTTAGTGTTGCAGCCACTACAACACAAAAGAGGACCAACTTACGTGTCTAAAAGGGGAGACATTGTTGGGCCGG

0000000000000000000000000010000000000001111111011110001110110101101111111110001000001111011010010101 
0000000000000011111111111110011111011111000000000000000000000000000000000000000000011000000000000000 
0000000000000010000000001011011100111111111111101111000111011010110111111111000100010011101101001010 
0000000000000010111111111110111011001101110111011000100100111111111111100101100110010110111011101111 
0000000000000111111111111110111110111111011101100010010011111111111110010110011000101011101110111110 
0000000000001000000000100111110011111111100100011010101001101011111111111110111001111111000111101100 
0000000000010111111111110111011001100011111111101011011111100110010111011111111011101111010111001000

Query : 
Reference :

Hamming Mask : 
1-Deletion Mask :
2-Deletion Mask :
3-Deletion Mask :

1-Insertion Mask :
2-Insertion Mask :
3-Insertion Mask :

Generate 2E+1 
masks

Amend random zeros: 
101 à 111 &  1001 à 1111

GateKeeper: Walkthrough
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AAAAAAAAAAAAAAGAGAGAGAGATATTTAGTGTTGCAGCACTACAACACAAAAGAGGACCAACTTACGTGTCTAAAAGGGGGAACATTGTTGGGCCGGA
AAAAAAAAAAAAAAGAGAGAGAGATAGTTAGTGTTGCAGCCACTACAACACAAAAGAGGACCAACTTACGTGTCTAAAAGGGGAGACATTGTTGGGCCGG

0000000000000000000000000010000000000001111111011110001110110101101111111110001000001111011010010101 
0000000000000011111111111110011111011111000000000000000000000000000000000000000000011000000000000000 
0000000000000010000000001011011100111111111111101111000111011010110111111111000100010011101101001010 
0000000000000010111111111110111011001101110111011000100100111111111111100101100110010110111011101111 
0000000000000111111111111110111110111111011101100010010011111111111110010110011000101011101110111110 
0000000000001000000000100111110011111111100100011010101001101011111111111110111001111111000111101100 
0000000000010111111111110111011001100011111111101011011111100110010111011111111011101111010111001000

Query : 
Reference :

Hamming Mask : 
1-Deletion Mask :
2-Deletion Mask :
3-Deletion Mask :

1-Insertion Mask :
2-Insertion Mask :
3-Insertion Mask :

0000000000000000000000000010000000000001111111111110001111111101111111111110001000001111111111111111 
0000000000000011111111111111111111111111000000000000000000000000000000000000000000011000000000000000 
0000000000000010000000001111111111111111111111111111000111111111111111111111000100011111111111111110 
0000000000000011111111111111111111111111111111111000111111111111111111111111111111111111111111111111 
0000000000000111111111111111111111111111111111100011111111111111111111111111111000111111111111111110 
0000000000001000000000111111111111111111111100011111111111111111111111111111111111111111000111111100 
0000000000011111111111111111111111100011111111111111111111111111111111111111111111111111111111111000

--- Masks after amendment ---

Hamming Mask : 
1-Deletion Mask :
2-Deletion Mask :
3-Deletion Mask :

1-Insertion Mask :
2-Insertion Mask :
3-Insertion Mask :

Generate 2E+1 
masks

Amend random zeros: 
101 à 111 &  1001 à 1111

GateKeeper: Walkthrough
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AAAAAAAAAAAAAAGAGAGAGAGATATTTAGTGTTGCAGCACTACAACACAAAAGAGGACCAACTTACGTGTCTAAAAGGGGGAACATTGTTGGGCCGGA
AAAAAAAAAAAAAAGAGAGAGAGATAGTTAGTGTTGCAGCCACTACAACACAAAAGAGGACCAACTTACGTGTCTAAAAGGGGAGACATTGTTGGGCCGG

0000000000000000000000000010000000000001111111011110001110110101101111111110001000001111011010010101 
0000000000000011111111111110011111011111000000000000000000000000000000000000000000011000000000000000 
0000000000000010000000001011011100111111111111101111000111011010110111111111000100010011101101001010 
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0000000000000111111111111110111110111111011101100010010011111111111110010110011000101011101110111110 
0000000000001000000000100111110011111111100100011010101001101011111111111110111001111111000111101100 
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Hamming Mask : 
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2-Deletion Mask :
3-Deletion Mask :

1-Insertion Mask :
2-Insertion Mask :
3-Insertion Mask :

0000000000000000000000000010000000000001111111111110001111111101111111111110001000001111111111111111 
0000000000000011111111111111111111111111000000000000000000000000000000000000000000011000000000000000 
0000000000000010000000001111111111111111111111111111000111111111111111111111000100011111111111111110 
0000000000000011111111111111111111111111111111111000111111111111111111111111111111111111111111111111 
0000000000000111111111111111111111111111111111100011111111111111111111111111111000111111111111111110 
0000000000001000000000111111111111111111111100011111111111111111111111111111111111111111000111111100 
0000000000011111111111111111111111100011111111111111111111111111111111111111111111111111111111111000

--- Masks after amendment ---

Hamming Mask : 
1-Deletion Mask :
2-Deletion Mask :
3-Deletion Mask :

1-Insertion Mask :
2-Insertion Mask :
3-Insertion Mask :

Generate 2E+1 
masks

Amend random zeros: 
101 à 111 &  1001 à 1111

AND all masks, 
ACCEPT iff number of ‘1’ ≤ Threshold

GateKeeper: Walkthrough
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AAAAAAAAAAAAAAGAGAGAGAGATATTTAGTGTTGCAGCACTACAACACAAAAGAGGACCAACTTACGTGTCTAAAAGGGGGAACATTGTTGGGCCGGA
AAAAAAAAAAAAAAGAGAGAGAGATAGTTAGTGTTGCAGCCACTACAACACAAAAGAGGACCAACTTACGTGTCTAAAAGGGGAGACATTGTTGGGCCGG

0000000000000000000000000010000000000001111111011110001110110101101111111110001000001111011010010101 
0000000000000011111111111110011111011111000000000000000000000000000000000000000000011000000000000000 
0000000000000010000000001011011100111111111111101111000111011010110111111111000100010011101101001010 
0000000000000010111111111110111011001101110111011000100100111111111111100101100110010110111011101111 
0000000000000111111111111110111110111111011101100010010011111111111110010110011000101011101110111110 
0000000000001000000000100111110011111111100100011010101001101011111111111110111001111111000111101100 
0000000000010111111111110111011001100011111111101011011111100110010111011111111011101111010111001000

Query : 
Reference :

Hamming Mask : 
1-Deletion Mask :
2-Deletion Mask :
3-Deletion Mask :

1-Insertion Mask :
2-Insertion Mask :
3-Insertion Mask :

0000000000000000000000000010000000000001111111111110001111111101111111111110001000001111111111111111 
0000000000000011111111111111111111111111000000000000000000000000000000000000000000011000000000000000 
0000000000000010000000001111111111111111111111111111000111111111111111111111000100011111111111111110 
0000000000000011111111111111111111111111111111111000111111111111111111111111111111111111111111111111 
0000000000000111111111111111111111111111111111100011111111111111111111111111111000111111111111111110 
0000000000001000000000111111111111111111111100011111111111111111111111111111111111111111000111111100 
0000000000011111111111111111111111100011111111111111111111111111111111111111111111111111111111111000

--- Masks after amendment ---

Hamming Mask : 
1-Deletion Mask :
2-Deletion Mask :
3-Deletion Mask :

1-Insertion Mask :
2-Insertion Mask :
3-Insertion Mask :

AAAAAAAAAAAAAAGAGAGAGAGATATTTAGTGTTGCAG-CACTACAACACAAAAGAGGACCAACTTACGTGTCTAAAAGGGGGAACATTGTTGGGCCGG
|||||||||||||||||||||||||| |||||||||||| |||||||||||||||||||||||||||||||||||||||||||::|||||||||||||||
AAAAAAAAAAAAAAGAGAGAGAGATAGTTAGTGTTGCAGCCACTACAACACAAAAGAGGACCAACTTACGTGTCTAAAAGGGGAGACATTGTTGGGCCGG

0000000000000000000000000010000000000001000000000000000000000000000000000000000000001000000000000000AND Mask :

 Alignment :
Needleman-Wunsch

Generate 2E+1 
masks

Amend random zeros: 
101 à 111 &  1001 à 1111

AND all masks, 
ACCEPT iff number of ‘1’ ≤ Threshold

GateKeeper: Walkthrough



108

AAAAAAAAAAAAAAGAGAGAGAGATATTTAGTGTTGCAGCACTACAACACAAAAGAGGACCAACTTACGTGTCTAAAAGGGGGAACATTGTTGGGCCGGA
AAAAAAAAAAAAAAGAGAGAGAGATAGTTAGTGTTGCAGCCACTACAACACAAAAGAGGACCAACTTACGTGTCTAAAAGGGGAGACATTGTTGGGCCGG

0000000000000000000000000010000000000001111111011110001110110101101111111110001000001111011010010101 
0000000000000011111111111110011111011111000000000000000000000000000000000000000000011000000000000000 
0000000000000010000000001011011100111111111111101111000111011010110111111111000100010011101101001010 
0000000000000010111111111110111011001101110111011000100100111111111111100101100110010110111011101111 
0000000000000111111111111110111110111111011101100010010011111111111110010110011000101011101110111110 
0000000000001000000000100111110011111111100100011010101001101011111111111110111001111111000111101100 
0000000000010111111111110111011001100011111111101011011111100110010111011111111011101111010111001000

Query : 
Reference :

Hamming Mask : 
1-Deletion Mask :
2-Deletion Mask :
3-Deletion Mask :

1-Insertion Mask :
2-Insertion Mask :
3-Insertion Mask :

0000000000000000000000000010000000000001111111111110001111111101111111111110001000001111111111111111 
0000000000000011111111111111111111111111000000000000000000000000000000000000000000011000000000000000 
0000000000000010000000001111111111111111111111111111000111111111111111111111000100011111111111111110 
0000000000000011111111111111111111111111111111111000111111111111111111111111111111111111111111111111 
0000000000000111111111111111111111111111111111100011111111111111111111111111111000111111111111111110 
0000000000001000000000111111111111111111111100011111111111111111111111111111111111111111000111111100 
0000000000011111111111111111111111100011111111111111111111111111111111111111111111111111111111111000

--- Masks after amendment ---

Hamming Mask : 
1-Deletion Mask :
2-Deletion Mask :
3-Deletion Mask :

1-Insertion Mask :
2-Insertion Mask :
3-Insertion Mask :

AAAAAAAAAAAAAAGAGAGAGAGATATTTAGTGTTGCAG-CACTACAACACAAAAGAGGACCAACTTACGTGTCTAAAAGGGGGAACATTGTTGGGCCGG
|||||||||||||||||||||||||| |||||||||||| |||||||||||||||||||||||||||||||||||||||||||::|||||||||||||||
AAAAAAAAAAAAAAGAGAGAGAGATAGTTAGTGTTGCAGCCACTACAACACAAAAGAGGACCAACTTACGTGTCTAAAAGGGGAGACATTGTTGGGCCGG

0000000000000000000000000010000000000001000000000000000000000000000000000000000000001000000000000000AND Mask :

 Alignment :
Needleman-Wunsch

Generate 2E+1 
masks

Amend random zeros: 
101 à 111 &  1001 à 1111

AND all masks, 
ACCEPT iff number of ‘1’ ≤ Threshold

GateKeeper: Walkthrough

è 0% false rejects



GateKeeper: Implementation

• Xilinx VC709 (~$5000)
• 3.6 GHz Intel i7-3820 (only supports PCIe 2.0)
• FPGA Design with Vivado 2014.4 in Verilog
• RIFFA 2.2 to perform Host-FPGA PCIe communication

109



GateKeeper: 
FPGA 
Utilization
Theoretical:
• Up to 140 cores on a 

single FPGA (E=5, 
100bp)

• BUT bottlenecked by 
PCIe bandwidth

• Small area allows 
integration into FPGAs 
already inside of 
Sequencers

110

FPGA: Xilinx VC709 



Results: At a Glance

111

130x 
faster filtering than 

Adjacency Filter 
(100bp)

10x 
speedup in read 
mapping when 

including verification 
step

4x
lower false accept 

rate than Adjacency 
Filter.

0% false reject.



GateKeeper: 
Speedup
Experimental:
• 90x speedup over 

SHD (100bp)
• 130x speedup over 

Adjacency Filter 
(100bp)

• Due to SIMD 
limitation, there’s no 
SHD for 300bp

112



Recall: Filter + Verification

1. Filter highly dissimilar locations
• FastHASH (software)

• Adjacency Filter + Cheap K-mer Selection
• Fast
• Inaccurate

• Shifted Hamming Distance (software/SIMD)
• More accurate
• Slow

2. Verify candidate locations
• Dynamic programming

113



GateKeeper: Overall Speedup

114

• Filtering is only one step of the pipeline!
• ~100x filter speedup è ~10x total read mapping time 

speedup

Human Genome (E=5%)



GateKeeper: 
Accuracy
Simulated:
• Never filters out 

correct mapping
• False reject is 0%

• 4x lower false accept 
rate than on average 
than Adjacency Filter

115
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Executive Summary: GateKeeper
• Problem: HTS produce billions of short reads. Mapping these 

reads presents an overwhelming computational burden.
• Key Insight: 98% of candidate locations are highly dissimilar.
• Goal: Accelerate read mapping by quickly & efficiently filtering out 

highly dissimilar candidate locations
• Key Idea: Filtering can be done using simple bit-wise operations, 

e.g. XOR, AND
• Key Mechanism/Novelty: Use FPGA/hardware to efficiently 

implement bit-wise filter
• Results: ~100x speedup over state-of-the-art software-based 

filtering techniques 
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Strengths
• Cleverly exploits FPGA‘s ability to perform bit-wise operations 

in parallel at great speed
• No custom designed hardware

• Cost-effective (when compared to CPU/GPU)
• ”Simple” integration into sequencers (e.g. Illumina HiSeq)
• Perhaps even without new FPGAs (due to small area!)
• Hides complexity from user

• Open source
• Robust, real-world testing on many different datasets (see 

supplementary materials!)
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Strengths

• Mechanism does not compromise verification (in e.g. mrFAST)
• Never filters correct mapping!

• Authors understand and highlight limitations of GateKeeper
• Spurred quite a few papers that build on GateKeeper

118



Weaknesses

• Potentially not future proof
• 3rd generation sequencing machines produce much longer reads 
• GateKeeper less effective for longer reads 
• Today: 3rd gen error rate (~15%) too high, but might improve
• Future: Longer reads at low error à read-mapping becomes much

easier 
• When error threshold E > 8%, GateKeeper becomes useless
• False accept rate à 100%
• Caused by ANDing all masks (prob. that one entry is zero à 100%)
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Weaknesses
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From Mohammed Alser’s Dissertation



Weaknesses
• E is ”baked” into the FPGA

• User cannot define E
• We need 2E+1 masks for a given E

• Can we do better?
• For some Sequencers: # Substitutions >> # Inserts/Deletions

• Integration is black box
• Sequencers are proprietary
• Illumina HiSeq has an FGPA, but we don’t know what it’s used for

• Cost-effective vs. CPU/GPU, but…
• Seq. manufacturer doesn’t “pay” these costs
• For Illumina MiSeq: $125,000 à production cost: ~$25,000

• An additional $5000 for an FPGA is a 20% increase in cost
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Discussion: Error Threshold E
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AAAAAAAAAAAAAAGAGAGAGAGATATTTAGTGTTGCAGCACTACAACACAAAAGAGGACCAACTTACGTGTCTAAAAGGGGGAACATTGTTGGGCCGGA
AAAAAAAAAAAAAAGAGAGAGAGATAGTTAGTGTTGCAGCCACTACAACACAAAAGAGGACCAACTTACGTGTCTAAAAGGGGAGACATTGTTGGGCCGG

0000000000000000000000000010000000000001111111011110001110110101101111111110001000001111011010010101 
0000000000000011111111111110011111011111000000000000000000000000000000000000000000011000000000000000 
0000000000000010000000001011011100111111111111101111000111011010110111111111000100010011101101001010 
0000000000000010111111111110111011001101110111011000100100111111111111100101100110010110111011101111 
0000000000000111111111111110111110111111011101100010010011111111111110010110011000101011101110111110 
0000000000001000000000100111110011111111100100011010101001101011111111111110111001111111000111101100 
0000000000010111111111110111011001100011111111101011011111100110010111011111111011101111010111001000

Query : 
Reference :

Hamming Mask : 
1-Deletion Mask :
2-Deletion Mask :
3-Deletion Mask :

1-Insertion Mask :
2-Insertion Mask :
3-Insertion Mask :

Discussion: Error Threshold E



128

AAAAAAAAAAAAAAGAGAGAGAGATATTTAGTGTTGCAGCACTACAACACAAAAGAGGACCAACTTACGTGTCTAAAAGGGGGAACATTGTTGGGCCGGA
AAAAAAAAAAAAAAGAGAGAGAGATAGTTAGTGTTGCAGCCACTACAACACAAAAGAGGACCAACTTACGTGTCTAAAAGGGGAGACATTGTTGGGCCGG

0000000000000000000000000010000000000001111111011110001110110101101111111110001000001111011010010101 
0000000000000011111111111110011111011111000000000000000000000000000000000000000000011000000000000000 
0000000000000010000000001011011100111111111111101111000111011010110111111111000100010011101101001010 
0000000000000010111111111110111011001101110111011000100100111111111111100101100110010110111011101111 
0000000000000111111111111110111110111111011101100010010011111111111110010110011000101011101110111110 
0000000000001000000000100111110011111111100100011010101001101011111111111110111001111111000111101100 
0000000000010111111111110111011001100011111111101011011111100110010111011111111011101111010111001000

Query : 
Reference :

Hamming Mask : 
1-Deletion Mask :
2-Deletion Mask :
3-Deletion Mask :

1-Insertion Mask :
2-Insertion Mask :
3-Insertion Mask :

0000000000000000000000000010000000000001111111111110001111111101111111111110001000001111111111111111 
0000000000000011111111111111111111111111000000000000000000000000000000000000000000011000000000000000 
0000000000000010000000001111111111111111111111111111000111111111111111111111000100011111111111111110 
0000000000000011111111111111111111111111111111111000111111111111111111111111111111111111111111111111 
0000000000000111111111111111111111111111111111100011111111111111111111111111111000111111111111111110 
0000000000001000000000111111111111111111111100011111111111111111111111111111111111111111000111111100 
0000000000011111111111111111111111100011111111111111111111111111111111111111111111111111111111111000

--- Masks after amendment ---

Hamming Mask : 
1-Deletion Mask :
2-Deletion Mask :
3-Deletion Mask :

1-Insertion Mask :
2-Insertion Mask :
3-Insertion Mask :

Discussion: Error Threshold E
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AAAAAAAAAAAAAAGAGAGAGAGATATTTAGTGTTGCAGCACTACAACACAAAAGAGGACCAACTTACGTGTCTAAAAGGGGGAACATTGTTGGGCCGGA
AAAAAAAAAAAAAAGAGAGAGAGATAGTTAGTGTTGCAGCCACTACAACACAAAAGAGGACCAACTTACGTGTCTAAAAGGGGAGACATTGTTGGGCCGG

0000000000000000000000000010000000000001111111011110001110110101101111111110001000001111011010010101 
0000000000000011111111111110011111011111000000000000000000000000000000000000000000011000000000000000 
0000000000000010000000001011011100111111111111101111000111011010110111111111000100010011101101001010 
0000000000000010111111111110111011001101110111011000100100111111111111100101100110010110111011101111 
0000000000000111111111111110111110111111011101100010010011111111111110010110011000101011101110111110 
0000000000001000000000100111110011111111100100011010101001101011111111111110111001111111000111101100 
0000000000010111111111110111011001100011111111101011011111100110010111011111111011101111010111001000

Query : 
Reference :

Hamming Mask : 
1-Deletion Mask :
2-Deletion Mask :
3-Deletion Mask :

1-Insertion Mask :
2-Insertion Mask :
3-Insertion Mask :

0000000000000000000000000010000000000001111111111110001111111101111111111110001000001111111111111111 
0000000000000011111111111111111111111111000000000000000000000000000000000000000000011000000000000000 
0000000000000010000000001111111111111111111111111111000111111111111111111111000100011111111111111110 
0000000000000011111111111111111111111111111111111000111111111111111111111111111111111111111111111111 
0000000000000111111111111111111111111111111111100011111111111111111111111111111000111111111111111110 
0000000000001000000000111111111111111111111100011111111111111111111111111111111111111111000111111100 
0000000000011111111111111111111111100011111111111111111111111111111111111111111111111111111111111000

--- Masks after amendment ---

Hamming Mask : 
1-Deletion Mask :
2-Deletion Mask :
3-Deletion Mask :

1-Insertion Mask :
2-Insertion Mask :
3-Insertion Mask :

AAAAAAAAAAAAAAGAGAGAGAGATATTTAGTGTTGCAG-CACTACAACACAAAAGAGGACCAACTTACGTGTCTAAAAGGGGGAACATTGTTGGGCCGG
|||||||||||||||||||||||||| |||||||||||| |||||||||||||||||||||||||||||||||||||||||||::|||||||||||||||
AAAAAAAAAAAAAAGAGAGAGAGATAGTTAGTGTTGCAGCCACTACAACACAAAAGAGGACCAACTTACGTGTCTAAAAGGGGAGACATTGTTGGGCCGG

0000000000000000000000000010000000000001000000000000000000000000000000000000000000001000000000000000AND Mask :

 Alignment :
Needleman-Wunsch

Discussion: Error Threshold E
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AAAAAAAAAAAAAAGAGAGAGAGATATTTAGTGTTGCAGCACTACAACACAAAAGAGGACCAACTTACGTGTCTAAAAGGGGGAACATTGTTGGGCCGGA
AAAAAAAAAAAAAAGAGAGAGAGATAGTTAGTGTTGCAGCCACTACAACACAAAAGAGGACCAACTTACGTGTCTAAAAGGGGAGACATTGTTGGGCCGG

0000000000000000000000000010000000000001111111011110001110110101101111111110001000001111011010010101 
0000000000000011111111111110011111011111000000000000000000000000000000000000000000011000000000000000 
0000000000000010000000001011011100111111111111101111000111011010110111111111000100010011101101001010 
0000000000000010111111111110111011001101110111011000100100111111111111100101100110010110111011101111 
0000000000000111111111111110111110111111011101100010010011111111111110010110011000101011101110111110 
0000000000001000000000100111110011111111100100011010101001101011111111111110111001111111000111101100 
0000000000010111111111110111011001100011111111101011011111100110010111011111111011101111010111001000

Query : 
Reference :

Hamming Mask : 
1-Deletion Mask :
2-Deletion Mask :
3-Deletion Mask :

1-Insertion Mask :
2-Insertion Mask :
3-Insertion Mask :

0000000000000000000000000010000000000001111111111110001111111101111111111110001000001111111111111111 
0000000000000011111111111111111111111111000000000000000000000000000000000000000000011000000000000000 
0000000000000010000000001111111111111111111111111111000111111111111111111111000100011111111111111110 
0000000000000011111111111111111111111111111111111000111111111111111111111111111111111111111111111111 
0000000000000111111111111111111111111111111111100011111111111111111111111111111000111111111111111110 
0000000000001000000000111111111111111111111100011111111111111111111111111111111111111111000111111100 
0000000000011111111111111111111111100011111111111111111111111111111111111111111111111111111111111000

--- Masks after amendment ---

Hamming Mask : 
1-Deletion Mask :
2-Deletion Mask :
3-Deletion Mask :

1-Insertion Mask :
2-Insertion Mask :
3-Insertion Mask :

AAAAAAAAAAAAAAGAGAGAGAGATATTTAGTGTTGCAG-CACTACAACACAAAAGAGGACCAACTTACGTGTCTAAAAGGGGGAACATTGTTGGGCCGG
|||||||||||||||||||||||||| |||||||||||| |||||||||||||||||||||||||||||||||||||||||||::|||||||||||||||
AAAAAAAAAAAAAAGAGAGAGAGATAGTTAGTGTTGCAGCCACTACAACACAAAAGAGGACCAACTTACGTGTCTAAAAGGGGAGACATTGTTGGGCCGG

0000000000000000000000000010000000000001000000000000000000000000000000000000000000001000000000000000AND Mask :

 Alignment :
Needleman-Wunsch

Discussion: Error Threshold E

Can we prevent the problems of E > 8?
• Different operations? AND? 
• Threshold for # of 0s? à risks?
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AAAAAAAAAAAAAAGAGAGAGAGATATTTAGTGTTGCAGCACTACAACACAAAAGAGGACCAACTTACGTGTCTAAAAGGGGGAACATTGTTGGGCCGGA
AAAAAAAAAAAAAAGAGAGAGAGATAGTTAGTGTTGCAGCCACTACAACACAAAAGAGGACCAACTTACGTGTCTAAAAGGGGAGACATTGTTGGGCCGG

0000000000000000000000000010000000000001111111011110001110110101101111111110001000001111011010010101 
0000000000000011111111111110011111011111000000000000000000000000000000000000000000011000000000000000 
0000000000000010000000001011011100111111111111101111000111011010110111111111000100010011101101001010 
0000000000000010111111111110111011001101110111011000100100111111111111100101100110010110111011101111 
0000000000000111111111111110111110111111011101100010010011111111111110010110011000101011101110111110 
0000000000001000000000100111110011111111100100011010101001101011111111111110111001111111000111101100 
0000000000010111111111110111011001100011111111101011011111100110010111011111111011101111010111001000

Query : 
Reference :

Hamming Mask : 
1-Deletion Mask :
2-Deletion Mask :
3-Deletion Mask :

1-Insertion Mask :
2-Insertion Mask :
3-Insertion Mask :

0000000000000000000000000010000000000001111111111110001111111101111111111110001000001111111111111111 
0000000000000011111111111111111111111111000000000000000000000000000000000000000000011000000000000000 
0000000000000010000000001111111111111111111111111111000111111111111111111111000100011111111111111110 
0000000000000011111111111111111111111111111111111000111111111111111111111111111111111111111111111111 
0000000000000111111111111111111111111111111111100011111111111111111111111111111000111111111111111110 
0000000000001000000000111111111111111111111100011111111111111111111111111111111111111111000111111100 
0000000000011111111111111111111111100011111111111111111111111111111111111111111111111111111111111000

--- Masks after amendment ---

Hamming Mask : 
1-Deletion Mask :
2-Deletion Mask :
3-Deletion Mask :

1-Insertion Mask :
2-Insertion Mask :
3-Insertion Mask :

AAAAAAAAAAAAAAGAGAGAGAGATATTTAGTGTTGCAG-CACTACAACACAAAAGAGGACCAACTTACGTGTCTAAAAGGGGGAACATTGTTGGGCCGG
|||||||||||||||||||||||||| |||||||||||| |||||||||||||||||||||||||||||||||||||||||||::|||||||||||||||
AAAAAAAAAAAAAAGAGAGAGAGATAGTTAGTGTTGCAGCCACTACAACACAAAAGAGGACCAACTTACGTGTCTAAAAGGGGAGACATTGTTGGGCCGG

0000000000000000000000000010000000000001000000000000000000000000000000000000000000001000000000000000AND Mask :

 Alignment :
Needleman-Wunsch

Discussion: Error Threshold E

Can we prevent the problems of E > 8?
• Different operations? AND? 
• Threshold for # of 0s? à risks?

Can we avoid needing 2E+1 masks?
• If # Substitutions >> # Inserts/Deletions?
• Different threshold for different kinds of 

errors?
• Constant number of masks?



Discussion: Is FPGA the only way?

• Recall: Memory bandwidth is a key limitation of GateKeeper
• Processing-in-Memory?
• Ambit: Bulk bit-wise operations

• Cache?
• GPU? (like SHD)
• Application-Specific Integrated Circuit (ASIC)?
• SSD Controllers? Slow, but idle…
• Completely different architecture?
• Systolic array?
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Discussion: Outlook

• GateKeeper is domain specific
• Can you think of other domains where GateKeeper could be used?
• Are domain specific technologies like GateKeeper worth exploring? 

OR should we stick to general computing?
• Will DNA sequencing (and technologies like GateKeeper) 

become ubiquitous? 
• What will be the implications of this? (5th rat-hole)

136



Thank you for your attention!
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