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Executive Summary

Motivation: High throughput and low latency True Random Number Generators (TRNGs) are a key
component for encryption and randomized algorithms. Many commodity devices do not posses dedicated
True Random Number Generator hardware but have DRAM.

Current Problem: Prior approach to TRNG designs based in DRAM either 1) exploit a fundamentally non-
deterministic entropy source or 2) are too slow for continuous high-throughput operations.

Goal: A novel approach to TRNGs that uses existing DRAM devices with 1) low implementation cost, 2) low
latency and 3) high throughput

Key Idea: Exploit non-determinism in DRAM cells” activation failures to generate true random numbers.

Evaluation: D-RaNGe was implemented and tested on 282 real LPDDR4 DRAM devices showing a remarkably
high peak throughput (717.4 Mb/s) and very low latency (100ns).
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Motivation

* Low latency, high throughput true random numbers (TRNs) are required for many
applications
* Encryption algorithms and standard protocols (i.e. TLS,SSL,RSA,VPN keys) require TRN
e Other purposes include randomized algorithms, simulation and complex modelling

 ATRNG requires a physical process (e.g. radioactive decay, thermal noise, clock jitters)
* Most devices lack the dedicated hardware for a high throughput TRNG
* DRAM is widely available in most modern devices

* A widely available TRNG would allow applications requiring True Random Numbers to
run on most devices
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Goal

The goal is to devise a TRNG in DRAM device that satisfies the six key properties of an
effective TRNG:

Low implementation cost

Fully non-deterministic

Provide a continuous stream of random numbers with high throughput
Provide random numbers with low latency

Exhibit low system interference

on o ogm Y

Generate random values with low energy overhead
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DRAM Background
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DRAM Background
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DRAM Background
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DRAM Background
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D-RaNGe

* Observation: Reducing the time interval between the ACTIVATE and the READ (tgcp)
command leads to random errors

* |dea: Sampling DRAM cells that fail with a probability of 50% and high entropy to
generate truly random data (RNG cells)



D-RaNGe: Finding RNG Cells

* Goal: Finding DRAM cells that have a failure probability of 50% and high entropy
* Each cell in a DRAM bank is read 1M times with reduced tip parameter

* The NIST statistical suite for randomness is run on the resulting bitstreams

* The cells that pass the NIST tests are chosen as RNG cells

* RNG cell location in memory, operating temperature and ty, value are stored in the
memory controller



D-RaNGe: Sampling RNG Cells

* Reading an RNG cell with reduced t;; results in random output

* Inducing bank conflicts maximizes the number of activation failures
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D-RaNGe: Sampling RNG Cells

* Reading an RNG cell with reduced t;; results in random output

* Inducing bank conflicts maximizes the number of activation failures
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D-RaNGe: Sampling RNG Cells

* Reading an RNG cell with reduced t;; results in random output

* Inducing bank conflicts maximizes the number of activation failures
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D-RaNGe: Sampling RNG Cells
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D-RaNGe: Sampling RNG Cells

* Reading an RNG cell with reduced t;; results in random output

* Inducing bank conflicts maximizes the number of activation failures
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D-RaNGe: Sampling RNG Cells

* Reading an RNG cell with reduced t;; results in random output

* Inducing bank conflicts maximizes the number of activation failures
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D-RaNGe: System Integration

D-RaNGe obtains exclusive access for target rows and cells adjacent to RNG cells
* Can be implemented without any hardware modifications in many existing architectures
* Implemented with firmware running exclusively in the memory controller

* Performance overhead can be reduced by maintaining a queue of already-harvested
random data

e Could be integrated in existing architectures by adding a new ISA instruction (i.e. RDRAND
from Intel)



Overview

Motivation

Goal

DRAM Background
D-RaNGe

Testing Environment
Results

Comparison to Prior Work
Summary and Conclusion
Strengths

Limitations

Discussion




"H#$%&' () &* %o+ &-"8$

U J/($"#S#(0"+"(1"+2,+-"34
| &(5(3$,$5/(12(676@B8(;;<<=>(<=.2(@AY%1#(2+,-(SA+"(-5B,+(-5&C25@$C+"+#
| %&(5(SA"+-BB,&$+,//"3(@A5-D"+(0%SA(5(+"/%5D/"($"-1"+5$C+" (+FR$((PFH5&3(5& (5@ @C+5@
2(EIBIRG(
| <=.2($"-1"+5$C+"(05#(-5%&$5%&" 3(FHEIED, *" (5-D%"&$($"-1"+5$C+"(C#%& (5 (#"15+
A"5K&'(#,C+@"
| (#"15+5$"(%82+5#$+C@$C+"(5//,0"3(1+" @%#"(@,&$+,/(5&3($"#K&' (0%SA(3%L"+"
15+5-"$"+#

| <=.2:,0"+ 5&3E5-C/5$,+0"+"(C#"3($,(@,-1C$"("&"+'8(@,&#C-1K,&



"#3"YoH&

0")(+

10'12*345%(6+7
. 89 #

#,<%+51=+"%P(+>#+<

(*-

[t#:6-<;
?2(>@*3$%:;(+1<(1A$%($1B($4
C6>>*$D1*+71?(+3-6;%(+
C<$#+5<E;

F%>%<*<%(+;

.90;36;;%(+




"HSY&H (V*+, (" HE&H

| -()).(/"%%#(0123("4/5(20(67(819: (/5: <#(="1"(#43<%">(?:(@3"#
| ,5"("A&12<B(20("4/5(?:C(C;&#8&1"43(=4#("DA%$A&">(=;85(8&5" ()*+,(&" #&(#$:&" (021
14A>23A"##
| Yo (& H&(HS:&" (021 (L4A>23A #H#(: Al%S>"#
| 9(01"ES$"A/B(&"H&(A/12##(&5"(=52%"(C;&#8&1"43
| 9(01"E$"A/B(&"#&(021(CY%2/F#(20(&5"(C;8#&1"43
| ISAH(&"H&

| %% (#43<%">(1).(/"Vo Yo (<AHH">(4%Yo(& H&H



"HSU&H (1)*(+"%%0(,-#&.-1$&-01

| 23"(&3.0$435$&(088)*" 9"5"19#(01
- 23"(9"1#-&<(06(1)*(="%%#(5°2(@0.9
A: 23"(/819@-9&3(8&(@3:=3(@0.9#(=81("(8=="##"9(@3-%"(-19$=-14(8=BC8B01(68-%$."#

$ 105 |
O

T :
o i I é
O 102} i
° 101} ;
8 0l I
109 ; 1
ET LA B  C
= 0L J | - |
1 2 3 4 1 2 3 4 1 2 3
Number of RNG Cells per 32-byte Word

D0$.="'(3&&5#'EE5"05%";-16;"&3F;=3E0G$&Y%SERHIIBBEL " 178#"0 ®&.$'7.8190G1$G/". A"1".8&0.H35=8:1;596(



"HSY&H () (+,-." &/"H#(-0(1(2!34

| 5-6(/7.%"7"8&1&/-8(9-#&'

| 2-(/8:$9"(19&/;1&/-8(01/%%,"<(&/7/8=(.1,17"&" #(7T$#&(>"(7-:/0/1>%" (>"%-6(7 1 S SR DELF," (
'1%%$"#

| @-7"(.,-9"##- #(1%,"1:*(1%%-6(#-0&61,"(&-(OAL8="(7"7-,*(9-8& -%%"  (,"=/#&" #

| B-#&(.,-9"##-,(-8%*(8"":(7/8/71%(#-0&61,"(9A18="#(&-("C.-#"(18(/8&",019"(0-,(9A18=/8=(7"7-,%(
0-8&,-%%",(,"=/#&" #

| D(0"6(7/8/719%(L,:61,"( 9AL18="#(6-$%:(AL;"(&(>"(/7.%"7"88&":(0-,(1%%(-&A" ,(OA/.#
| E$%%*(8:]", 7/8/#&/9
| 2A"(BF@2(& H&(HS/&" (HS=="HEH(&AL&(&A"(134(9" %Yo HP1&( T BIIEYN(BS,-. *(#-$,9"



"HSY&H () (+,-." &/"H#(-0(1(2!34

| 5/67(&7,-$67.$&(-0(,189-:(91&1
| 27,-$67.$8(#(%/8"1,%*(;-,,"%1&"9(</&7(&7"(8%:=",(-0(=18>#($&/%/?"9

| @(:/8/:$:(&7,-$67.$8(-0(AB(C=D#(-0(,189-:(8%:=" #(; 18(="(#$#&1/8"9(,"61,9%"##(-0(:18$01:&$," (
<7"8($#/86(1%%(E(=18>#(/8(1(#/86%"(;7188"%

| @(1F/:$:(&7,-$67.$&(-0(@"'(GHIJAK(L' (GMAINK(O'(GHIJA(C=D#(<1#(-=#",P"9
| @P",16"(&7,-$67.$&(L;,-##(1%%(:18$01:&$," # (GBEJI(C=D#
| C1F/:$:(&7,-$67.$&(1;7/"P"9(Q/8(1(9"P/;"(</&T(A(R!@C(;7188"%#S'(HGHJIA(C=D#



"HSY&H () (+,-." &/"H#(-0(1(2!34

l 5-6(51&"78*

| 9:1134" %1&"78*(I#(;/,"88%6*(,"%1&";(&-(9!<=(188"##(%1&"78*

| =1>/2$?(%1&"78%(0-,(@A(B/&#(-0(,17;-?(:1&1'(C@D(7#

| =/7/7$?(%18&"78*(0-,(@A(B/&#(-0(,17;-?(;1&1'(EED(7#

| F2./,/81%(2/7/12$?(%1&"78%(0-,(@A(B/&#(-0(,17;-?(:1&1'(GDD7#
| 5-6(##&"?(/7&",0"," 78"

| 9:1134" [#(H/IH%*(0%">/BY%"(/7(&", 2#(-0(#*#&"2(/7&",0","78" (3" #$#(H/IH(&H -$IH.$&

| 2H"(-J", H"1:(-0(18KS$/,/71(">8%$#/J" (188" ##(,/IH&H(&-(9!<=(,-6#(,"#$%&#(/7T(DLDGMN (#&-,11"(-J" }

8-#&

| =1>/2$2(13",11"(&H,-$IH.$&(6/&H(7-(#/17/0/817&(/?. 18&(-0(#*#&"2(.",0-,?178" (MOLG(=BP#
| 5-6("7",1*(8-7T#%$?.&/- T

| Q-#&(-0(I"7",1&/71(1(,17;-?(;1&1'(ALZARB/&



"#3"YoH&

)+

0

(*-

10'12*345%(6+7

. 8%9.#
#;,<%+51=+"%P(+>#+<
[#:6-<;
2C@*$%;(+1<(1A$%($1B($4
C6>>*$D1*+71?(+3-6;%(+
C<$#+5<E;

F%>%<*<%(+;

.90;36;;%(+




"#3%&' (") *+"*, &' &*-"&.(/*0123*!"##%) 4*
567849:");

| <48%/*=(8*:%+8)6>*"2*0123*%668((8(*%(*("9&68*"?7*&%)4"#)8((

|, &"@:8#/*0123*%668((*:%+8)6>* (*)"+*29: MELBEH) (+'6

| 306B'#O#*+7&"9;7$9+/*CDE*3@F(

| 0A%GHE9+$88 2" &H(*+7' (*%$$E" %6 7*@>*1JIB*)*+8&H#(*"7*+7&"9; 7$9+
| K9%+8)6>*?"&*LE*@'+(*"2*8%6)4"#*4%+%/* IMN(



"HEY&! (") +"* & &*-"&. (/*0123*0%+ %%
14+4)+")

| 564%/*78%$9"'+*0123*:499*94%.%;4*<=*"):8&4%(");*+>4*&4?84(>*")+4& @ %9
| 0%+%*14+4)A")* 788" &(*YoBAYA&H')' (A:

I C%+4):=/*"DE(

| F>&"G:>$G+*EHEI*3<](

| 7)4&;=*")(GH$A")*KHLAMI<'+



"HBY&! (") +" & &*-"&.. (/*0123*(+% &+4$*5%64

| 897%/*:%H#S67*(EHBR6AT (*'<*0123*=766(

| >") 97+7&H#) (?=*7)+&"S@*("4&=7

| >"HF=0$UABTH'<*=")?)4"4(*+B&"4CB$S4+

| D%+7)=@%*%)9*$"E7&*=")(4#$?")*%& 7*57& @*BY%&I*+"*7(?#%o+7



"#3"YoH&

0%™)%(+

10'12*345$(6+7

. 89 #

#;)%+51<+"%S$(+=#+)

I#,6-);

>(=?7*$%;(+1)(1@$%($1A($4
B6==*$C1*+71>(+3-6;%(+

B)$#+5)D;

E%=9%)*)%(+:

.90;36;;%(+



"HHSY&' () + (- +(

"H#SO6H"E' 0/12'32%+"124"3'$()'-+5'-$36(,&'7%"6'8$()+#'0"#:6%":6(6%$3+%.'$%6'$'<6&, +#4+(6(3'=+%'
6(,%&4>+("$()'%S()+#/76)'S-1+%/32#. @' AS(&',+##+)/38)6B/,6.)+'(+3'4+..6.)6)/,$36) ' 789:'2$%)5$%6'
"3'2$B6'CSDA@

O +&,-*"/0+1'- E%/+%'$44%+$,2'3+'789:)6./1(.$.6)/(C8DA'6/326% FG'6HA-+/3'$'="()$#6(3BH-&'(+(
)636%#/(/.3/,'6(3%+4&".+"%,6'+%' JG'$%6'3++ -+5'=+%" +(3/(1B2RH'A 24" 3 +46%$3/+(.@

2"060D'(+B6-'$44%+$,2'3+'789;.'32$3".6.'6H/.3/(1'C8DA"6B/,6.'5/32'FG'-+5'/#4-6#6(3$3/+(',+.3K' IG-+5'
-$36(,&'$()'LG'2/12'32%+"124"3

3+4-56+UHA-+/3'(H)636%#/(/.#/(CSDA',6--.N'$,3/B$3/+('=$/-"%6.'3+'16(6%$36'3%"6'%$()+#'("#:6%. @

7$%0)%,8"®18$9:6 5$.'/#4-6#6(36)'$()'36.36)'+('J0J'%6$-PECCSQ'CSDA"6B/,6.".2+5/(1'$'%6#$%<$:-&
2/12'46$<'32%+"124"3'RSFS@Q'A:T.G'$()'B6%& - +5'-$36(,&' RFUU(.G @'



"#3"YoH&

0%™)%

10'12*345$(6+7

. 8*0.#
#;)%+51<+"%$(+=#+)

I#,6-);
>(=7*$%;(+1)(1@$%($1A($4
B6==*$C1*+71>(+3-6;%(+

B)$#+5)D;

E%=%)*F(+;

.90;36;;%(+



#5968 (

| ) *+8,"#-+'-#.[-#$+0(+#$120#F.+"*+034553FB6 )96  0%+3*("+:-($(

| 678-)9$ :-%+:$+(:-55.+-:*#.0%&+"*+-4450:-"0*%+#$1204$3$%0"(

| Y +4%("4#%:$((0%&+0(+#$120#$.+-(+8)9+:$55(+#$"2#%+2%;0-($.+*2"42"

| 8)9+:$55(+3-0%"-0%+'0&'+$%"#*4<+-%p. +-:"0=-"0%0o+>-052#$+A4#*:-: 050" <+-:#*((+(<(
L 1'0>"(+"$+: 28##3%"+:* 342" 0% &+4-#-.0&3+"*/-#.(+-+.-"-+.$%"#0: +-#:'0"$:"2# P+



"#3"YoH&

0%™)%(+

10'12*345$(6+7

. 89 #

#;)%+51<+"%$(+=#+)

I#,6-);
>(=7*$%;(+1)(1@$%($1A($4
B6==*$C1*+71>(+3-6;%(+

B)$#+5)D;

E%=%)*F(+;

.90;36;;%(+



"#'$%$" & (

Yot +, +-$&, & /0$+1#%/+"0& @340+..(05%(0'8&$0%'%.67+8

1 9:2%34+5%(0&'.60$+($+80"'0%0'%11&501%'/+0&,0&;+1%$"/0$+#;+1%F$<1+(0

=,,+-$(0&,08",,+1+'$0>&.$%/+(0&'02340-+..(05+1+0'&$0-&'("8+1+8
?+#8&160-*%"+.(0-&<.80@+-&#+0% 0@ &$$.+'+-A0,&10#+#&160"$+'(">+0%:;;."-%$"&'
=%-*092B?08+>"-+0*%(0$&0@+0;1&,".+80™8">"8<%..60



"#3"YoH&

0%™)%(+

10'12*345$(6+7

. 89 #

#;)%+51<+"%$(+=#+)

I#,6-);
>(=7*$%;(+1)(1@$%($1A($4
B6==*$C1*+71>(+3-6;%(+

B)$#+5)D;

E%=%)*F(+;

.9%0,;36;;%(+



"HS VO HE" (H)F+#,-(-).)-"I&HO-Y# 12.34' 5#
6"0#7./#0'#-(8+"9'#-)5



"H#B%& (&()*$"+,&".(&" /(0&'+%($18232+$24
120%'20(&,"&/"-,8&2&56789&.:/2"&S%&(&
20632:,2<(-&2: W& -2%32;,2<(-&4(9



"#$%& ' ()%*$%$H+(U0#02( $'%3(%
4'55(-4*#667%#3H#*68%0('#$%5:)$H#;:(< |-
10#12( $'%3(4'5(%#%)$H<&#H-&%)(-8*4(%'<H

4'5;:$(-9



